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Digital Citizenship 

My brother and I were raised with stories of Trojan viruses, alphabet password attacks, 

firewalls, unseen identity thieves and hackers. Our father worked as an information technology 

security consultant, and the dangers of the digital world were impressed upon us at an early age. 

Before the age of 10, we knew what emails not to open, what made a good password and what 

the implications could be for inappropriate usage of technology. I did not know what to call this 

set of digital safety, etiquette and responsibility lessons at the time, but now I see that my father 

may have been ahead of the curve in preparing us for a world where a digital persona is 

commonplace and our actions online can have a lasting impact on our lives and the lives of 

others.  

Digital citizenship is an increasingly popular topic to discuss and debate among school 

systems worldwide. In fact, many education systems are working to define digital citizenship for 

the purpose of inclusion in primary and secondary core curricula. Whereas the definition of what 

digital citizenship encompasses in its entirety is not unanimously agreed upon, it can be loosely 

defined as “the norms of appropriate, responsible behaviors with regard to technology use,” 

(Ribble 2010). The need for digital citizenship education not only among the younger 

generations, but for digital consumers worldwide has become more pressing as technology 

becomes more integrated into our day to day lives. Teens spend an average of 9 hours a day 

consuming digital media in some form, which is greater than the average time teens spend 

sleeping, going to school, or interacting with family members (Wallace 2015). Digital interaction 

is the predominant interaction in not only in the average teen’s life, but in the lives of citizens of 

all ages around the world. This integration of technology into our day to day lives has led to the 

development of a “digital self”, an online representation of ourselves which can be subjectively 
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modified as individuals see fit. Our online identity is subject to many of the same opportunities 

for interpersonal relationships and interactions that our tangible selves are. To date however, our 

digital selves have been a part of a lawless universe where the standard rules which govern our 

tangible interactions are not always applied. This leaves decisions to be made on the basis of 

individual moral code and experience, and there is little to no regulation requiring any morality 

in digital interactions at all. The digital world is a new frontier for predation, scams, bullying and 

has the potential to be a psychological carnival for the uninformed user. For a large majority of 

the population, including myself, digital citizenship is no longer just something we can debate. 

The responsibilities, rights, and protections citizens are afforded within the tangible world now 

more than ever need to be applied to the digital one.  In my life, I have defined digital citizenship 

a set of responsible behaviors and norms for technology use, but this definition does not relay the 

seriousness of these behaviors, nor how vital they are for overall well-being. 

Digital citizenship includes balanced usage of technology and the maintenance of 

physical and psychological well-being. In an article titled Raising a Digital Child, the physical 

and psychological implications which accompany extended technology use and integration are 

discussed. Unbalanced usage can lead to depression, addiction, underdeveloped social skills, 

obesity, low self-confidence, and feelings of isolation (Ribble 2010). Whereas Ribble briefly 

touches on these issues in his article, they are just a few of the many side-effects of unbalanced 

technology use by today’s digital consumer. Special keyboards, eyeglasses and office chairs are 

available to help mitigate some of the negative effects of extended digital interfacing, but not 

everyone is aware of these items and even if there is awareness, skepticism and lack of 

availability often inhibit the adaptation of such items into general use. A digital citizen must be 
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aware of the effects technology use can have on both the body and the mind and act to mitigate 

these potentially harmful effects. 

Digital citizenship also includes possessing knowledge of potential dangers of technology 

use and familiarity with the tools used to protect against these digital pitfalls. Some 

psychologists propose that this ability to manifest an anonymous online presence without 

restriction or accountability allows people to express their true selves without consequence, both 

the good and the bad. This concept of hidden nature exposed under a cloak of anonymity is not 

original, yet access to a situation where such anonymity could be achieved was not so widely 

available until now. This anonymous digital expression phenomenon has been referred to as the 

online disinhibition effect and has led to a surge in unique horror stories from victims of these 

disinhibited individuals (Suler 2004). Four walls and a door lock used to be modestly efficient at 

protecting oneself from intruders. Now, wolves can disguise themselves as sheep and enter your 

home through a screen. The cautionary tales are endless and seem to grow more outrageous 

every year: web cam voyeurs, ISIS recruiters, scam artists, craigslist killers and more. Digital 

and actual identity can be separate which makes critical thinking vital for digital consumers, and 

the best first line of defense against this new generation of invisible predators. 

Whereas digital social etiquette does not generate the same alarm as the idea of digital 

protection from predation, it is an essential component of digital citizenship. Digital social 

etiquette is centered on respectful participation in the digital community worldwide. Digital 

etiquette includes both real world and digital behaviors which ensure that one individual’s digital 

usage does not infringe on any other individual’s usage or general comfort. If you have ever been 

in a library where someone is playing their music so loud you have difficulty concentrating, that 

person is not only infringing on your physical comfort, but is also exhibiting some of the 
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unbalanced usage discussed above. If you have ever made a comment on a YouTube video or a 

Facebook post which other digital users replied with aggressive, negative and/or bullying 

language, then those users are infringing on your ability to comfortably and effectively 

communicate online.  These examples are nearly innocuous as isolated experiences, but the 

accumulation of these occurrences can lead to serious consequences to for vulnerable 

individuals. 

Digital citizenship also includes a person’s responsibility to be an informed member of 

the electorate. In recent elections, candidates have begun to bolster an online presence on 

Twitter, Facebook and other social media to reach a wider population. According to a USA 

Today article titled Internet Memes Emerge as 2016 Election’s Political Dog Whistle, memes 

have become the campaign button of yesteryear (Chmielewski 2016). During this election, online 

movements which have the appearance of a grassroots social media campaigns purposefully 

designed by companies employed to generate social media buzz and memes with catchy mud-

slinging slurs have been cropping up like weeds across the social media landscape. The concept 

of psychological manipulation in campaign strategy is not a new one, in fact skepticism and 

critical thinking are lauded in our public schools as essential skills for the interpretation of fact 

from fiction and the formulation of an opinion from presented information. The novelty of these 

digital campaigns lies in the average individual being unaware of the digital manipulation due to 

the subtle integration of the political sphere into the digital world and because the concept of 

critical analysis in digital media is not widely discussed. The separation of digital and real world 

identity has left a disconnect in how individuals are held accountable for their behavior. Both 

candidates in the current election have participated in what would be considered cyber-bullying 

and slander against the other. It is important that our leaders display positive digital citizenship 
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as a model for the rest of the country to follow, but because not all of us are destined for office, 

we need to utilize out savvy as educated digital citizens to make informed decisions at the polls.   

 Generations of technology users who were maturing during the boom of social media, 

smart phones, and global conversation are now at an age where they are trying to actually find 

job placement in the work force. Digital citizens must be aware of their digital footprint, and the 

implications online activity can have on future opportunities. Social media has opened up 

opportunities for networking and exploration of the job market for job seekers, but it has also 

opened another avenue for employers to review applicants before they are called in for 

interviews (or, depending on what they find, not called). According to data published in an 

article by Forbes magazine titled How Social Media can Help (Or Hurt) Your Job Search, 37% 

of the employers polled indicated that they use social media to review potential applicants before 

making a decision about their application (Smith 2013). 

The topics above are not exhaustive of all that digital citizenship encompasses. When you 

consider that digital citizenship has implications for every facet of our lives, it would be 

unreasonable to think every aspect could be discussed in its entirety within five pages or even 

within a single book. As our world becomes more and more integrated with technology, the 

umbrella of digital citizenship will more than likely expand. The future promises an even greater 

level of digital immersion potential, with the dawning of virtual reality technology and the 

integration of robotics and medicine, and it is important that digital citizenship is considered as 

opportunities increase and diversify.  Foundations of digital citizenship practices must be laid 

now so that we can adapt to the evolution of our digital future. Responsible usage, critical 

thinking, awareness and respect based digital etiquette are foundational concepts for the digital 

citizen which will help to prepare individuals for our ever evolving digital world. 
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